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Abstract. ERP systems are fundamental to enterprise operations. As a
result, they are increasingly targeted by sophisticated cyberattacks. This
paper presents the design, implementation and evaluation of a serious
game scenario titled ERP-Systems in Need, developed to raise awareness
of cybersecurity specifically within ERP contexts. Building on the ex-
isting game A Question of Security, this work applies a Design Science
Research approach to simulate realistic ERP security incidents. The se-
rious game emphasizes experiential learning through multirole scenarios
and was evaluated in academic settings. The findings suggest that the
game is effective in increasing knowledge, participation, and prepared-
ness for ERP-related cyber threats.
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1 Introduction

Enterprise Resource Planning (ERP) systems are critical to the operational back-
bone of many organizations, supporting essential processes such as procurement,
logistics, finance, and human resource management. As these systems become
increasingly interconnected and exposed to external networks, their vulnerabil-
ity to cyberattacks has increased substantially. A successful cyberattack on an
ERP system can paralyze entire supply chains, disrupt production, and cause
significant financial and reputational damage. An actual survey shows that ERP
systems are in the focus of ransomware attackers. 62 % of the attacked compa-
nies faced a downtime of at least 24 hours. Experts see one reason for the lack
of knowledge about ERP-specific security [22].

Although cybersecurity training and awareness programs are a common mit-
igation strategy, traditional approaches such as classroom lectures, slide-based
tutorials, or compliance checklists often fail to engage users or produce lasting
behavioral change. Recent research suggests that serious games, interactive sim-
ulations with educational objectives, offer a promising alternative. By immersing
users in realistic scenarios and enabling experiential learning, serious games can
foster understanding and long-term awareness of cybersecurity risks.
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This paper addresses the lack of gamified training tools specifically aimed
at ERP security. Building on the existing serious game A Question of Security
[26], which focuses on ransomware attacks on mobile devices, we present the
design, implementation, and evaluation of a new scenario titled ERP-Systems
in Need. The game simulates a multi-phase cyberattack on an ERP system and
places participants in dual roles: as individual employees and as decision-makers
in management. The objective is to improve participants’ awareness of ERP
system vulnerabilities, incident response strategies, and business continuity.

The development followed the Design Science Research (DSR) methodology
according to Hevner and incorporated iterative design evaluation through two
playtest sessions. Feedback from these sessions informed improvements to the
game structure, content and user interaction elements [12].

This paper is structured as follows. Section 2 reviews the relevant background
on ERP systems, cybersecurity training, and serious games. Section 3 outlines
the applied research methodology. Section 4 details the game scenario and game
development. Section 5 presents the implementation and playtesting process.
Section 6 discusses the evaluation results, followed by a critical reflection and
future work in Section 7.

2 Theoretical Background and Related Work

The following section deals with theories and topics for this serious game. After
a look at the challenges related to the security of ERP systems, we consider the
background of serious games and discuss the question of which serious games
related to ERP are known for research.

2.1 ERP Systems and Cybersecurity

Enterprise Resource Planning (ERP) systems are integrated software platforms
that support and automate core business functions such as finance, supply chain
management, procurement, and human resources. Their centrality in business
operations and their role as comprehensive data and process hubs make them
high-value targets for cyberattacks. In recent years, attackers have increasingly
exploited ERP-specific vulnerabilities, particularly in widely used platforms such
as SAP and Oracle ERP [8]. In the basic protection module APP.4.2; the Ger-
man Federal Office for Information Security (BSI) lists four key reasons for the
current vulnerability of ERP systems: failure to take into account SAP security
recommendations, failure to apply patches and SAP security notices promptly
or at all, lack of planning, implementation and documentation of an SAP au-
thorization concept, and lack of documentation and emergency concept. The
measures to be implemented are derived from this, such as secure configuration
and rights management, network security, and securing the ERP database and
the associated interfaces and servers [3]. SAP itself also provides documents on
this topic, such as the SAP Security Baseline Template, which has also been in-
cluded in the implementation notes for the module APP.4.2 SAP ERP system.
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The five main topics of the baseline template are infrastructure security, secure
code, installation and operational security, and security guidelines [4].

A notable example of a ERP-related security risk occurred in early 2025
with the discovery and active exploitation of the vulnerability CVE-2025-31324.
This vulnerability, rated with a maximum CVSS score of 10.0, allowed attack-
ers to gain full administrative control over affected SAP systems. As reported
by SAP and Onapsis, exploitation allowed access to sensitive business processes
and data, and opened pathways for the deployment of ransomware and lateral
movement across enterprise networks [I9/14]. Particularly impacted were orga-
nizations classified as critical infrastructure providers.

According to Onapsis’ mid-year threat report, the first half of 2025 alone
revealed an unusually high number of critical vulnerabilities in SAP systems.
These weaknesses were found to expose companies to risks such as espionage,
sabotage, fraud, and service disruption through malware or ransomware [14].
Numbers like this are also an issue for SAP itself and its relationship with its
customers because it leaves some of their most critical processes vulnerable. This
causes trust issues and a SAP 2012 awareness campaign shows that they are well
aware of the fact that trust is the ultimate currency in their business [I7]. The
figures mentioned above on vulnerabilities seem somewhat abstract until you
look at specific cases, such as the Conapi case study, which shows how human
decisions combined with a lack of technical security measures led to a data leak
from a medium-sized company’s ERP system that ended up costing it around
1.8 million euros and led to the publication of company secrets, a GPDR fine,
the loss of customers, and orders [6]. In the case of Stoli Group USA, an SAP
security breach was at least partly responsible for the company’s insolvency in
2024 [23].

In addition, there are other digital attacks that do not directly target ERP
systems but use them as a vehicle, such as deep fake scams. The case of a
Hong Kong financial employee has become widely known. He transferred around
25.6 million dollars to cyber criminals after a video call with his ’chief financial
officer’ and other board members that were all deep faked [II]. Increasing em-
ployee awareness of cases like these is essential. Although there were still some
sensational cases in 2024, Sam Altman, CEO of OpenAl, the company behind
ChatGPT, warned of a global ’fraud crisis’ in the summer of 2025. He claimed
that AI has now fully defeated most of the ways people currently authenticate,
other than passwords [5].

Despite the increasing risk profile of ERP platforms, cybersecurity awareness
initiatives in many organizations continue to focus on endpoints, office software,
or generic IT systems. ERP platforms are often excluded from such training
programs or treated as black-box systems managed solely by IT departments.
This creates a dangerous gap, especially as attacks increasingly target ERP
users via phishing, misconfigurations, and compromised credentials. To train
ERP security tailored to the needs of an organization is crucial because even the
smallest affected parts of a critical supply chain can cause massive alterations.
We showed this in the example of an infected label printer that was used to print
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labels to store and ship goods or labels for traceability. Without this small piece
of hardware attached to an ERP system, a company’s activity can come to a
complete stop [9].

2.2 Serious Games

Serious games integrate educational objectives with game-based elements, creat-
ing interactive learning experiences that go beyond mere entertainment [7UTOJT6].
They have proven to be effective in various domains, such as education, health-
care care and corporate training, by enhancing the motivation, engagement, and
retention of the learner’s knowledge [I525/13]. Research suggests that features
such as progressive difficulty, real-time feedback, and structured reflection phases
significantly improve learning outcomes [24]. Immersive and scenario-based game
environments contribute to deeper emotional engagement and knowledge reten-
tion. In addition, serious games have shown the potential to foster awareness,
empathy, and even behavior change in areas such as response to crisis, ethics,
and social responsibility [20].

Collaborative gameplay mechanics have also been shown to strengthen com-
munication, negotiation, and coordination skills, especially in multi-role training
contexts [I]. These elements are particularly relevant for fields like cybersecurity
and incident response, where teamwork is essential.

To be effective, serious games must integrate learning content and game
mechanics in a way that is not only educationally sound, but also intuitive
and motivating [16]. Designs that support usability, clarity, and low cognitive
overhead ensure that learners can focus on content rather than interface. Layered
complexity and increasing challenges help maintain motivation, while timely
feedback and space for reflection reinforce skill acquisition [I525].

In sum, serious games offer a powerful approach for conveying complex real-
world competencies in a structured yet engaging manner. When applied to do-
mains such as ERP cybersecurity and incident management, they can simulate
realistic stress scenarios, encourage active problem solving, and build practical
skills that can be transferred to workplace settings.

2.3 ERP-Systems in Serious Games

Several gamified approaches have been developed to support ERP learning, pri-
marily in educational settings. One of the most widely used is the ERP Simu-
lation Game (ERPSim), which allows students to experience the integration of
business processes and the transaction flow using SAP software in a competitive
environment [2]. Similarly, Legner et al. propose a role-based simulation game
to teach ERP architecture and process logic in academic curricula [I§].

These games have shown benefits in fostering understanding of business con-
cepts and improving soft skills such as problemsolving, teamwork, communi-
cation, and time management [2I]. However, they primarily focus on process
efficiency, system usage, and business decision making under normal operating
conditions.
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Unlike ERPSim, which emphasizes transactional accuracy and integrated
process learning, the game presented in this document prioritizes incident re-
sponse, role-specific decision making under uncertainty, and cross-functional
communication during cybersecurity crises. Changes the learning focus from op-
erational optimization to organizational resilience and situational awareness.

Although there are limited examples of security-focused ERP games, one
notable exception is the multiplayer game by Tritscher et al., which explores the
misuse of ERP systems for financial fraud scenarios [27]. Although thematically
relevant, this game does not emphasize defense mechanisms or awareness training
for ERP users.

This indicates a gap in the existing landscape: while simulation-based ERP
games are well-established in business education, few address ERP-specific cy-
bersecurity threats. This paper contributes to closing this gap by presenting a
serious game adapted to the compromise of the ERP system, enabling players
to experience and manage the organizational consequences of a security breach.

3 Research Design

This study follows the principles of Design Science Research (DSR) to develop,
evaluate and iteratively refine a serious game aimed at increasing cybersecu-
rity awareness in ERP system contexts. DSR provides a structured approach to
creating artifacts that are both practically relevant and theoretically grounded
[12).

The research process incorporated the following elements:

Relevance Cycle: The problem was identified through a gap in existing cy-
bersecurity training, which rarely addresses ERP-specific risks. ERP systems
were recognized as critical and highly vulnerable, and users lack contextual
awareness and structured response training.

Design Cycle: The scenario for the game was developed iteratively, with
five structured rounds that simulate a cyber attack on an ERP system. Roles,
materials, and mechanics were refined based on user feedback, game testing, and
alignment with real-world threat patterns (e.g. ransomware, lateral movement).
The core design decisions were informed by the gamification principles and the
educational design literature.

Rigor Cycle: The artifact is grounded in established knowledge bases, in-
cluding cybersecurity standards (e.g. BSI, NIST), serious game design research,
and ERP threat models. Reviews of the literature and empirical studies on gam-
ified learning shaped the mechanics, role structure, and evaluation metrics of the
game.

The game was test played in two academic sessions with groups of techni-
cal and non-technical students. Mixed method evaluation was used, combining
Likert scale questionnaires, facilitator observations, and open feedback to assess
usability, engagement, and perceived learning impact. Revisions were made be-
tween sessions to address the complexity of the quiz, the fairness of scoring, and
the clarity of the role.
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In general, the DSR methodology allowed the development of a validated,
context-sensitive learning tool that addresses a concrete organizational need.

4 Scenario Design and Game Development

The serious game FERP-Systems in Need was developed as a scenario-driven
role-based training tool designed to simulate cybersecurity incidents in enter-
prise environments. It builds on the foundational mechanics of the previously
established game A Question of Security [26], which focused on the compromise
of mobile devices. In contrast, the new scenario shifts focus to the compromise
of the entire organization’s ERP system, requiring a more complex design to
reflect enterprise-level decision-making and coordination.

4.1 Scenario Concept and Objectives

The primary objective of the game is to increase awareness of ERP-specific
cybersecurity threats and improve players’ ability to assess and respond to inci-
dents from both technical and organizational perspectives. The scenario models
a progressive cyberattack targeting an ERP environment, involving indicators
such as data corruption, access anomalies, and system unavailability. Learn-
ing goals include recognizing indicators of compromise within ERP processes,
practicing decision making under uncertainty in different organizational roles,
understanding interdependencies within supply chain and HR modules, and ap-
plying knowledge of best practices for security from standards such as BSI and
NIST.

4.2 Structure and Gameplay Flow

Round 1: Round 2: Round 3: Round 5:
=  Sitation == Immediate =—— Extended Stakeholder =P
Detection Action Measures Reflection

Fig. 1. Round scheme of ERP-Systems in Need.

The game consists of five rounds, each representing a phase in the incident
lifecycle:

1. Situation Detection: Players analyze symptoms and system behavior to
identify a possible breach.
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2. Immediate Action: Groups develop short-term containment and commu-
nication strategies.

3. Extended Measures: Participants propose strategic and technical follow-
up actions to limit impact and resume operations.

4. Awareness and Prevention: A technical quiz challenges players to reflect
on real-world attack vectors and mitigation measures.

5. Stakeholder Reflection: Teams assume the roles of affected departments
(e.g., HR, Finance, Management) and evaluate the scenario from their per-
spective.

Each round builds on the results of the previous phase, encouraging cumula-
tive learning. The design incorporates both cooperative and competitive elements
through point-based scoring and structured group roles.

4.3 Role Design and Group Dynamics

The game is designed for groups of 6-10 participants, divided into mixed teams
consisting of two primary roles: operational employees and management repre-
sentatives. This dual-role system enables perspective taking across functional
hierarchies and reflects real-world ERP use cases.

Operational players focus on technical implications, such as failed transac-
tions or missing purchase orders, while management roles address business con-
tinuity, stakeholder communication, and regulatory concerns. Throughout the
game, players are encouraged to coordinate actions and justify decisions based
on role responsibilities.

4.4 Game Materials and Facilitation

Physical implementation includes the following.

— A printed game board visualizing the round progression (see Fig. .

— Scenario and role description cards.

— Event and response cards, some introducing disruptive “surprise” scenarios.
— Quiz sheets based on the BSI guidelines and attack typologies.

— A point tracking mechanism for feedback and gamification.

A trained facilitator moderates the session, introduces round content, pro-
vides optional hints, and awards points based on correctness, creativity, and
collaboration. Additional tools such as mind maps and help cards assist less
experienced players in identifying threats and appropriate responses.

4.5 Iterative Refinement and Adaptability

Between version 1 and version 2 of the game, there was one key improvement
made based on participant feedback: the point distribution system was adjusted
to reward early rounds more evenly and to encourage consistent engagement.
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Fig. 2. The board of ERP-Systems in need

During the second iteration, there was some feedback, that will lead to some
major changes in the next iteration to follow: the quiz questions in round four will
be simplified and supplemented with support cards to accommodate nontechnical
participants. Lastly, the visual design of the materials will be enhanced by color-
coded laminated cards for improved usability.

The modular structure of the game allows future expansions and the training
of other ERP related topics like cloud compromise or third-party access breaches.
The game is easily adaptable for both in-person and potential digital formats as
described for the digital version of A Question of Security [26].

4.6 Pedagogical Considerations

The design decisions were guided by the principles of experiential learning and
gamification. By simulating a time-sensitive multirole incident, the game pro-
motes participation, decision-making, and knowledge transfer. Reflection phases
at the end of each round encourage metacognitive processing and reinforce key
concepts.

Through tentative action and structured facilitation, ERP-Systems in Need
provides a low-risk, yet realistic environment to explore complex challenges in
cybersecurity and organizational resilience.
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5 Implementation and Playtesting

The serious game ERP-Systems in Need was implemented and evaluated through
two playtesting sessions with students from the University of the Bundeswehr
Miinchen. The goal was to assess the usability, relevance and impact of the game
on cybersecurity awareness among participants of varying backgrounds.

5.1 Participants and Setup

The first group consisted of nine students from the Information Systems. Most
had prior experience with ERP systems and basic cybersecurity knowledge. The
second group included eight participants from social and political sciences with
limited technical experience but a strong interest in digital security issues. This
cross-disciplinary mix allowed for a comparative assessment of how diverse users
interact with and benefit from the game.

The sessions were held in a classroom setting with printed game boards,
cards, pens, and a time keeping tool. The participants were split into teams,
each assuming one of two primary roles: operational employee or strategic man-
ager. The facilitator (game master) explained the rules, introduced the scenarios,
moderated the game play, and encouraged reflection throughout the session.

Each session followed the full five-round structure:

. Identification of a security incident

. Immediate containment strategies

. Strategic and technical response measures
. Awareness through quiz-based learning

. Role-based stakeholder evaluation

T W N~

The first group demonstrated fast adoption of technical concepts, but initially
underappreciated the strategic decisions required at the management level. The
facilitator’s guidance helped bridge this gap. The second group needed more time
to engage with the technical vocabulary and threat models but showed a high
degree of collaboration and creativity once the core mechanics were understood.

5.2 Observations

Playtesting led to multiple refinements. Participants in both groups provided
feedback via structured Likert scale questionnaires and open-ended comments.
Based on this, improvements were implemented like a weighted point system to
balance early and late game influence. Color-coded and laminated cards were
introduced to improve clarity and usability, as well as optional support cards for
players unfamiliar with cybersecurity terminology. Regarding the quiz, difficulty
adjustments were made to adapt to the group experience.

The duration of the game was averaged 90 to 100 minutes, including feedback
sessions. The sessions confirmed that the game successfully promoted cross-role
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understanding, encouraged realistic incident thinking, and highlighted the com-
plexity of ERP security incidents. Participants reported a greater confidence in
identifying and responding to cyberattacks within critical business systems.

These findings validate the potential of the game as a flexible and engaging
tool for cybersecurity training in both academic and professional contexts.

6 Evaluation Results

Question It. 1 (N=9) It. 2 (N=8)
How did you like the game? 4.78 4.75
Did the game meet your expectations? 4.44 4.63
Were you satisfied with the transported information? 4.78 4.88
Did you enjoy the game design? 4.11 4.75
Were you satisfied with the Game Master? 4.89 4.88
Did you enjoy the technological focus? 4.44 4.00
Would you like to see further serious games like the 3.89 4.88

given one?

Table 1. Survey results of ERP-Systems in need on a 5-point Likert scale (means).

Two play testing sessions were conducted with students from the Univer-
sity of the Bundeswehr Munich to evaluate the game. Quantitative feedback
was collected using a 5-point Likert scale from -2 (very negative) to +2 (very
positive). The results were transformed using a 5-point Likert scale from 1 to
5 to make them comparable to the results of the serious game A Question of
Security that will be discussed in this section. The results showed high sat-
isfaction: 7 of 9 participants rated the overall experience of the game as’very
good’ and all agreed that the scenario improved their awareness of cybersecu-
rity. Some confusion arose in the first round with respect to player roles, but
this was resolved through facilitator guidance. Although game design received
slightly mixed feedback — attributed to early-stage prototyping — facilitation and
content clarity were highly rated.

The second group included eight students with limited technical knowledge.
Their interest in ERP systems was strong and they welcomed the serious game
format as a new learning experience. Most of the participants rated the game
positively, although the technical quiz in round four proved challenging. Feed-
back suggested that the technological focus should be simplified or more grad-
ually introduced for non-technical audiences. Despite this, the group found the
game engaging and valuable. Both groups expressed interest in seeing the further
development of serious games for cybersecurity training. The session durations
were 82 and 101 minutes, respectively, exceeding the planned time of 60 minutes
due to active discussions and clarifications.
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Question N Min. Max. Mean
How would you rate your knowledge of IT security? 85 1 5 3,78
How much fun did you have with this serious game? 85 3 5 4,50
The serious game has increased my awareness of IT 84 1 5 3,58
security.

The serious game taught me something new about 85 1 5 3,67
the correct behavior during a ransomware incident.

I believe that by participating in the serious game, I 83 3 5 4,30

will be able to behave appropriately in the event of a

ransomware attack in the future.

How suitable do you think the serious game is for 84 2 5 4,40
learning more about how to deal with ransomware

incidents? (personally)

How suitable do you think the serious game is for 83 2 5 4,24
learning more about how to deal with ransomware

incidents? (your organization)

Table 2. Selected results of the questionnaires from
A Question of Security

As explained, ERP-Systems in Need is based on the serious game A Question
of Security. It has largely adopted the mechanics of the game and developed
a new scenario for it. Although there are differences in terms of sample size
(ERP n=17, Security n==85), it is worth taking a brief comparative look at
the two serious games, because although different, the scenarios have the fact
in common that the user cannot do a lot on their own in case of an incident
but needs help from experts. Although an attack on an ERP system has a
more probable bigger impact on a business than a single compromised mobile
device, the things users can do in both cases are basically the same: they can
coordinate, organize, and communicate. As the surveys were based on different
questionnaires, the results were clustered thematically. Both games scored highly
on player experience (ERP: 4.76; Security: 4.50), which makes it a good tool for
awareness campaigns and a promising base for more scenarios to be developed.
The most noticeable difference appeared in the perceived learning content, where
the ERP game reached 4.83 compared to 3.67 for the security game. There may
be several reasons for this result. Firstly, ERP security has already been shown
to be an issue that is still underestimated in terms of importance. There may be
several reasons for this result. Firstly, ERP security has already been shown to
be an issue that is still underestimated in terms of importance. In other words,
even regular users can still learn a lot of new things here, while IT security
awareness is already widely discussed, whether at work or in emails from your
own bank or other service providers, for example. Secondly, it is important to
consider the target group of players when interpreting the results. The results of
the security game have shown a relatively high overall knowledge of IT security.
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Observations during the games showed that the experts gain less new factual
knowledge but are able to rethink their own processes or engage more with the
user’s perspective when the serious game is played in mixed groups. The question
”Would you like to see more serious games like the given one?” from the ERP
game is comparable to the question from the security game questionnaire as to
whether players would recommend the game to others in terms of a positive
overall assessment and acceptance. In the second iteration of the ERP game,
all 8 players agreed very strongly or strongly, in iteration 1, only one player
disagreed. 82 of 85 respondents to the security game would also recommend the
serious game to others.

7 Discussion

The evaluation results of the serious game ERP-Systems in Need show its po-
tential as an effective training tool for ERP-specific cybersecurity awareness.
The dual-role setup (employee and management) appears valuable for promot-
ing perspective taking and fostering discussion across organizational levels. Both
technical and non-technical participants showed increased confidence in identify-
ing threats and responding to incidents, indicating the accessibility and relevance
of the game.

However, some limitations must be acknowledged. The game was tested ex-
clusively in an academic environment, which may not fully reflect the pressure,
complexity, or accountability present in corporate settings. The sessions were
also facilitated by a knowledgeable moderator, which may not always be feasi-
ble in practical deployments. Furthermore, the game requires group and time
coordination, which may be a barrier in fast-paced enterprise contexts.

The participants noted that the structure of the game encouraged collabo-
ration, strategic thinking, and communication. In particular, the scenario-based
progression and the stakeholder reflection of round five were praised for deepen-
ing the understanding. However, some players, especially those with less technical
background, found the quiz in round four challenging, suggesting the need for
more flexible and adaptive content delivery.

These findings highlight two key design considerations for future iterations:
first, balancing technical depth with clarity, and second, enabling scalable facili-
tation through modular, digital, or self-guided formats. Furthermore, integration
of resource constraints, time pressure, or branching narratives could more real-
istically simulate crisis dynamics and decision fatigue, enhancing transferability
to workplace scenarios.

In general, the game successfully translates abstract risks into actionable
learning, supports role-based participation, and stimulates critical reflection -
the key ingredients for meaningful awareness training in ERP cybersecurity.
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8 Conclusion and Future Work

This paper presented the design, implementation and evaluation of the serious
game ERP-Systems in Need, which aims to raise awareness of cybersecurity in
ERP environments through a role-based scenario-driven serious game. Building
on the established game framework of A Question of Security, the extended
version introduced a scenario that allowed participants to explore the security
challenges of the ERP from both the operational and managerial perspectives.

The game was evaluated in two academic playtesting sessions that included
participants with technical and non-technical backgrounds. The results indicate
that the format is well suited to engage learners, foster collaboration, and sup-
port knowledge retention. The combination of progressive rounds, structured
facilitation, and real-world threat scenarios proved effective in illustrating the
complexity of ERP-specific incidents.

However, the findings also highlight several opportunities for further devel-
opment. First, the game requires broader validation beyond academic settings.
Future studies should assess its applicability and effectiveness in corporate envi-
ronments, where ERP systems are mission critical and user responsibilities vary
widely.

Second, the integration of an adaptive difficulty model is a promising en-
hancement. By adjusting the technical complexity, the pressure of decisions,
and the information flow according to the level of experience of the players,
the game can better support heterogeneous learning groups. This could include
time-sensitive decision-making elements, resource constraints (e.g. limited staff
or IT capacity), and dynamic scenario branches based on player actions.

Third, the role system can be extended to reflect more nuanced organizational
structures. Additional roles, such as IT forensics, data protection officers, C-level
executives, or legal advisors, could enrich the game and promote deeper reflection
on real-world interdependencies and decision trade-offs.

Together, these future directions aim to increase the realism, scalability, and
educational impact of the game. A digital implementation may further support
hybrid delivery formats and facilitate automated feedback. Ultimately, FRP-
Systems in Need seek to serve as a flexible training platform that empowers
organizations to strengthen their security culture through collaborative, experi-
ential learning.
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